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Abstract

Among the various factors supporting citizens in their quest for a healthy and agreeable life-style are the availability of services to provide scientific and societal information on Health, Culture, the Environment and Social Interaction as well as on education and social support. 

Thanks to the proliferation of Internet technologies, these can now be used to assist healthcare and health promotion services in many parts of the world, as emphasised in the 2005 resolution of World Health Assembly on e-Health in Geneva. However, e-Health is a vast field with many complexities involving various sub-disciplines.  There is now a major focus on healthy living with an impetus to tackle the problems of healthcare delivery and its educational requirements at all levels of a given society.

The new or Modern Asclepieions (MA) can be regarded as providing both a virtual and a real environment or institution, where telematic technologies can be employed to deliver the benefits of the Information Society to all citizens. In its simplest form the virtual component of a Modern Asclepieion could be seen as being an Internet portal where all the services related to healthy living can easily be accessed. This approach is in line with the WHO definition of Health and the more recent WHO Resolution on eHealth and the Principles described in the UN WSIS initiative.

This document concentrates on the guidelines which are concerned in the implementation of the appropriate telematic infrastructure for MAs and it takes into account recent advances in computers, as well as in other communications and information technologies.   
Introduction

There have been substantial developments in e-Health in the developed world in order to provide healthcare services to remote communities, such as the outback in Australia and the Alaska region in North America. e-Health also has the potential to alleviate, to some extent, the problems which face healthcare delivery due to an increasingly ageing population structure and to an increasing percentage of patients that require close supervision. ITU-D Question 14 (telecommunication for healthcare) has been looking at this problem since 1995 and it has analysed the introduction of e-Health services in many developing countries [3]. The importance of this study is highlighted by the continuation of Q14 study at ITU-D for the next round beginning in 2006 and the focus is on ways and means for promoting healthy living.

On the other hand, all countries are also facing the spiralling costs of healthcare, prompting the need for the privatisation and even the restriction of some health related services. In many developed countries there has been an attractive business case for the privatisation of healthcare delivery and the related ancillary services. 

Modern Asclepieions (MAs) provide for a mixed economic business case which could suit both developing and developed countries. The fundamental approach is that of offering to all citizens a wealth of different services related to healthy living and not just the provision of services to the currently ill. The framework for services is based on the principle of ‘life-long learning by doing’ and the MA services themselves have the components of ‘health promotion’; ‘cultural and environmental awareness’ and ‘the engagement of all citizens in social interaction’ with ‘the reduction or avoidance of imposed or voluntary isolation’. 

This holistic approach to wellbeing can be a viewed as providing opportunities for services which meet all our human needs. It can only be achieved by exploiting the new technologies including the virtual world of information and knowledge based services and combining these with real-life activities. The resources required will therefore come from a variety of government agencies and departments as well as from different national and local bodies including local, national and international aid and voluntary agencies. The business and the industrial sectors can also be contributors in order to support their emerging and opening markets.  

The guidelines for Modern Asclepieions, which relate to the framework and the setting up of MA services, have been described in the previous document and this current paper relates to the socio-technical requirements for supporting the health and the well-being of all citizens. The implementation of a MA can only be materialised by exploiting state of the art telematic technologies which enable the widespread provision and uptake of the mix of services that relate to health and healthy living. In this regard the telecommunication infrastructure plays a major role in the deployment of the Information Society
 and it is therefore a vital component in the integration and delivery of the mixed or holistic services required for promoting healthy living (eHealth
]). At present many developing countries lack a strong telecommunication infrastructure and it would take a long time and a currently unavailable resource commitment to develop such an infrastructure. 

In view of the fact that MAs can be an attractive approach for health promotion in all societies the emphasis given in this paper is to the description of an infrastructure that can easily be implemented in as many situations as possible.

The virtual, information and knowledge, components of the services to be implemented in MAs are made available to all citizens via an electronic portal, where the user can access the content with minimum technical assistance. In the context of e-Health in developing countries, IEEE Communication Society and ITU-D have promoted the International initiative on Mobile e-Health for Developing Countries [2]. This involves IBM PC-based e-Health kiosks with various medical instrumentation interfaces with access to major healthcare establishments through wireless mobile communication infrastructures. The portal software to run on these kiosks could be based on MA principles [4].

The real life activities of MAs relate to the MA Park and to the services they provide. These services are designed to be available either in designated areas, or wherever the citizen is currently situated, via mobile communications. Based on this approach the Telematic network of the MA and the necessary informatics infrastructure have been designed accordingly.    

This document is organised as follows. Firstly, there is a discussion of MAs with a view to derive the specifications of a cooperative management system for e-Health based on the framework for services in MAs (i.e. the integration of social, cultural, human and technical perspectives). This approach would help in the development of future community e-Health systems [5]. This is followed by a discussion of the telematic and network infrastructure required to implement tomorrow’s e-Health systems based on the MA framework for services. 

Guidelines on Telematic Infrastructure in Modern Asclepieions

E-Health Kiosk prototypes and a dedicated server for the telemedicine system have been implemented (with assistance from various international organizations) for the initial trial (Figure 1) as part of the IEEE/ITU-D Mobile e-Health Initiative for Developing Countries (Fig 1 shows the configuration at Tsunami affected Banda Aceh region). Some basic telemedicine applications include the following [4]: 

· Web-based information for the community & medical/healthcare personnel 

· Stored & forward patient data recording and reporting system 

· Stored & forward tele-consultation and tele-coordination

· Real time tele-consultation 

· Real time tele-diagnosis 

· Medical tele-education. 

· Further derived applications of telemedicine system. 
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Figure 1: Sample Architecture for the Implementation of MA-based
Mobile e-Health Kiosks

The communications infrastructure can be based on fixed or mobile technologies or a combination of both. Terrestrial or satellite links might be needed in case the MAs have to provide links to similar activities around the world or access to the Internet. The later can be an option for a later stage of the MA development but it is not recommended to be implemented right in the beginning of the development cycle.
Network Operational Requirements

The communications network that will be available in a MA setting and via which a series of services will be implemented and offered to citizens, has to be suitable for the technological background of the region and for citizens’ users and not experts. 

Therefore the infrastructure’s attributes must be as follows:

· Simple (construction and maintenance cost has to be as little as possible, must easy to understand and operate and make it cost effective and efficient, without compromising on the quality of the delivered services)

· Bandwidth as high as possible (a minimum bandwidth has to be assured and higher than that will allow more services to be offered and make their delivery faster) 

· Available (the infrastructure has to remain operational continuously apart from the scheduled maintenance periods) 

· Reliable (the infrastructure must ensure that there will be no instabilities and frequent down-times since users must trust the services and rely on them) 

· Manageable (easy and effective procedures for identifying malfunctioning or not functioning equipment, network ruptures, interferences and security breaches must be assured) 

· Adaptable (new equipment and new technologies must be easy to incorporate and integrate in the quest for continuous improvement of the infrastructure’s performance) 

· Expandable (the infrastructure has to be able to easily incorporate new and additional equipment and new technologies) 

· Secure (the services must be trusted especially when personal information needs to be used and transferred via the network. All suitable technologies must be incorporated and the users must be aware of the procedures and the limitations. The principle of informed consent will be always applicable) 

· Minimum training requirements (training and educational requirements have to be as simple as possible and as short as possible) 

· Usable (the network operation and services’ delivery must be cost effective and cost efficient and provide satisfaction to users) 

· Offer opportunities for added value services (the infrastructure has to built having in mind that new services might be implemented at later stages e.g. provision of internal communication at no cost, monitoring, etc.) 
Types of Networks

The communication networks are constructed with various cabling technologies ranging from PSTN lines through the common public network to dedicated fibre optics. Parts or the entire network can be also constructed with wireless technologies such as Radio, Satellite, GSM etc. The network infrastructure of a MA can be based on any of these technologies, but the services to be offered will obviously depend on the available communication bandwidth. 

Below, a series of the most common technologies are presented:

The simplest network to be constructed in a MA is the one based on a local PSTN infrastructure. The network provides voice communication and data transmission via modems up to 48kbits/s.

The next option is Digital Subscriber Lines (DSL). They use the entire bandwidth capacity of the copper lines with the use of a DSLAM (Digital Subscriber Line Access Multiplexer) in the central switching office and DSL modems at the end user side. The most common technology employed currently is ADSL (Asymmetric Digital Subscriber Line) that handles downstream rates (up to 9Mbits/s) greater than upstream (up to 768kbits/s). The operating range is approximately 5 km. The maximum rates achieved depend on the conditions of the network.

Another option is Radio Communication Networks. They are composed of hexagonally shaped cellules defined by base stations that enable frequency or code reuse. The terminals communicate via base stations connected to a central switching unit. 

Cellular networks support many data but due to low bandwidth currently voice and messaging are the main services.

There is a large number of digital cellular technologies bearing the names GSM (Global System for Mobile Communications), CDMA (Code Division Multiple Access), 3GSM (3rd Generation   Mobile), DECT (Digital Enhanced Cordless Telecommunications) to mention the more used ones.

The backbone of radio communications is implemented by satellites. It has very large bandwidth and point-to-multipoint transmission over very large areas.

There are very effective and efficient radio communication technologies that ensure mobility and QoS
 such as Wi-Fi.

Wi-Fi stands for the underlying technology of wireless local area networks (WLAN) based on the IEEE.802.11 specifications.

Wi-Fi was intended to be used for mobile computing devices, such as laptops, in LANs, but is now used for increasingly a number of applications, including Internet access, gaming, and basic connectivity of consumer electronics.

A person with a Wi-Fi device, such as a computer, telephone, or a PDA (Personal Digital Assistant) can connect to the Internet when in proximity of an access point. The region covered by one or several access points is called a hotspot. Hotspots can range from a single room to many square kilometres of overlapping hotspots. Wi-Fi can also be used to create a Wireless Mesh Network. 
MA Services based on the telematic infrastructure

The services depend on the available network bandwidth. Below, the minimum network requirements as they are recommended in order to provide the wider possible range of services are described.
Recommended Requirements for the Network infrastructure

The minimum network requirements for the MA Park are:

· Buildings to be connected via full-duplex 100BASE-FX Ethernet 

· Within buildings 10-Mbps Ethernet switches should be installed 

· Switches and Server are connected via structured cabling system (UTP Cat5 cables) 

Access to the MA Portal: This will be possible via fixed or mobile terminals connected by cable or wireless to the network. The Portal will make available to users all the services as described in the document ‘Guidelines for Modern Asclepieions and Setting-up of Services’ [1], before expert advice will be required and sought. 

Minimum requirements: 

For accessing the MA Portal from inside the Park 

· 10-Mbps Ethernet 

· Other Equivalent connection (e.g. Wi-fi, 3G, satellite) 

For accessing the MA Portal from outside the Park or for mobile users (if it is deemed necessary):

· dial-up 56Kb PSTN connection 

· Recommended ISDN-64Kbps 

· Ideal: 256Kbs DSL 

· For mobile users: 3G compatible cell phone 

Access to WWW: According to the policies the MA management will pursue, users (Visitors, faculty, and administrative staff) using common Internet Browsers might be allowed to have access to the MA services from distance (e.g. from home) and/or access to selected trusted sites on the WWW.

Minimum requirements: 

MA Park connectivity to the Internet

· 1 Mbps DSL connection 

For accessing WWW Services from outside the Park

· dial-up 56Kb PSTN connection 

· Recommended ISDN-64Kbps 

· Ideal: 256Kbs DSL 

For accessing WWW Services from inside the Park 

· 10-Mbps Ethernet 

· Other Equivalent connection (e.g. Wi-fi, 3G, satellite) 

Voice over IP: This service might be selected to connect all the persons working in the units operating inside the MA
Minimum requirements:

· 10-Mbps Ethernet inner park connections is sufficient for approximately 100 simultaneous connections 

E-mail services: This service will be available to the personnel working in the units operating inside a MA. Visitors will have no access to this service

Minimum requirements:

· 10-Mbps Ethernet inner park connections is sufficient 

Multimedia Conferencing: This service provides for audiovisual communication as well as document sharing, including text, tables, and images. This service will be available to the personnel working in the units operating in the MA

Minimum requirements:
For using Video Conference Services from inside the Park

· 10-Mbit/s Ethernet (or equivalent) connection for small screen, high quality images 

· 100-Mbit/s Ethernet (or equivalent) connection for large screen, high quality images 

News services (feeds and access): This service will be operated by the MA Management team and will either provide information concerning the MA, its units and the activities taking place inside the MA, or will relay information generated by authorities and other competent public entities. This service will available to all.

Minimum requirements:

To access News Services from inside the Park: 

· 10-Mbps Ethernet 

· Other Equivalent connection (e.g. Wi-fi, 3G, satellite) 

For access from outside the Park or for mobile users (if it is deemed necessary):

· dial-up 56Kb PSTN connection 

· Recommended ISDN-64Kbps 

· Ideal: 256Kbs DSL 

· For mobile users: 3G compatible cell phone 

Video on demand: This service will be available to all.

Minimum requirements: 

To access Video on Demand services from Inside the Park

· 10-Mbps Ethernet 

· Other Equivalent connection (e.g. Wi-fi, 3G, satellite) 

To access Video on Demand services from outside the Park or for mobile users

· dial-up 56Kb PSTN connection 

· Recommended ISDN-64Kbps 

· Ideal: 256Kbs DSL 

· For mobile users: 3G compatible cell phone 

Telemedicine Services: These services will be designed to facilitate the efficiency of the units operating inside the MA and to avoid unnecessary displacements. These services will capitalise on the MA infrastructure that will be created. Beyond the initial phase these services can be modified or redesigned to provide additional or more complicated (sophisticated) services such as home care to patients who have been treated in the units operating inside the MA. Services for remote monitoring and consultations are another example but the list can be very long.

Minimum requirements:
To access Telemedicine Services from inside the Park

· 10-Mbps Ethernet

· Other Equivalent connection (e.g. Wi-fi, 3G, satellite)

The type of services (for example monitoring, consultation, transfer or/and access to medical data etc.) depend on the available connection means (e.g. PSTN, DSL, Satellite, 3G, Wi-fi etc). 

For a detailed discussion on using mobile technologies to support the delivery of health services to citizens please see Annex I. 

Electronic Health Records system: This is a very difficult task to implement not because of technical difficulties but due to attitudes, interests and the level of informatic literacy. When efficient dictation software will be available this task will be greatly facilitated.  

Minimum requirements:

To access Electronic Health Records system from inside the Park

· 10-Mbps Ethernet 

· Other Equivalent connection (e.g. Wi-fi, 3G, satellite) 
Recommended Requirements for the Informatic Infrastructure

Hardware requirements: The informatic infrastructure of a MA consists of computers to control the network, to host the data bases and to provide citizens’ access to the services. These computers can be high end off-the-self standard equipment of good manufacturing quality.

· Network Management Server (NMS): NMS will manage network users and global resources. It can also be used as a file of e-mail server. Any server hardware configuration must address the capacity that will be required by the services that will run on the server, server-side applications that will be deployed, such as Database applications and e-mail server and operating system. For Microsoft’s Windows Server 2003 for example the minimum recommended hardware requirements are: 

· CPU speed: 550MHz recommended

· RAM: 256MB recommended

· Disk space for setup: 1.5GB 

· CD-ROM drive: 12X (optional) 

· Monitor: Super VGA capable of providing 800 x 600 resolution

· Portal Server: Hardware requirements for the Portal Server depend solely on the Portal software to be used: As an example the minimum recommended requirements for Microsoft’s Content Management Server 2002 are: 

· Computer with Pentium III-compatible or more powerful processor

· A minimum of 512 megabytes (MB) of RAM 

· 500 MB of available hard disk space for Content Management Server; 1 gigabyte (GB) for database services 

· 150 MB of available hard disk space at all times 

· User terminals: standard desktop, laptops, and mobile devises. The terminals will have no copying and perhaps no printing capabilities. Every effort should be made to incorporate possibilities to cover the needs of persons with disabilities. Voice control and dictating the text appearing on the screen should be the option of choice (but this is a possibility which might be built into the Portal’s options by the developers).  
Software requirements: 

Below is a short list of known operating systems and server software that might be used:

The list of software that can be used depends solely on the available hardware and the budget. Operating systems: (U) Linux, Microsoft Windows, Solaris:

· Portal Software: Microsoft Content Management Server, Sun Java System Portal Server, IBM WebSphere Portal, RedDot Content Management Server, open source content management software (e.g. Plone, Mambo) 

· E-mail Server: Microsoft Exchange Server, Kerio Mail Server 

· Browsers: Mozilla Firefox, Netscape, Opera, Microsoft Internet Explorer 
Security for sensitive personal (e.g. medical) information: This is a horizontal service that will be applicable to all services whenever personal information has to be communicated via the network. 

It must be born in mind that the MAs services are to be offered to citizens in the MAs Parks. This approach has the advantages of being cost effective. It offers opportunities for access to a wider audience than the informatic literate [1] and at the same time it enables protection of the databases (and the Portal) from malicious attacks. 

In case that the MAs management decides to provide access to citizens from home or from computers outside the MAs Parks then provision has to be taken to lessen the attacks and to protect the security and privacy of the content and the delivery of the services. 

The security services must meet the following requirements:

Confidentiality

• Protection from disclosure to unauthorized persons

Integrity

• Maintaining data consistency

Authentication

• Assurance of identity of person or originator of data

Non-repudiation

• Originator of communications can’t deny it later

Masquearading

· Protection against Impersonation

Availability

• Legitimate users have access when they need it

Access control

• Unauthorised users are kept out

The following threats must be addressed:

· Unauthorized Information disclosure/information leakage

· Unauthorized modification of information
· Impersonation of a legitimate user. 

· Unauthorized use of resources

· Denial of service
· Generic threat: Backdoors, Trojan horses, insider attacks
Note: There is also a need to protect against replay attacks where the attacker replays a valid message at a later point in time.
The network administrator must use any means available (policies, guidelines, hardware and software) to insure the above requirements are met to the highest level possible.  

At the policy level, International institutions like UN/WSIS
 must consider a framework of rules and regulations concerning the protection or the respect of the services of the MAs irrespective of the expected efficiency of the measures.
Quality of Service Requirements

The underlying telemedicine infrastructure must be capable of providing QoS features to support desired quality levels of MA based applications. The following aspects must be investigated:

· The appropriate capabilities of switched versus shared LAN technologies must be investigated. The network must be partitioned into segments to minimise traffic in the backbone. Underlying layer 2 technologies must smoothly integrate into IP based networks.

· High performance routing and switching devices must be deployed to minimise latency. These devices must be capable of identifying, classifying, and prioritizing incoming application traffic flows in order to provide them with appropriate levels QoS. Also the variation in delay in the network transport system must be eliminated.

· High performance codecs and other related hardware components need to be deployed that do not introduce overheads on CPU and memory usage. The time required to digitize, compress and decompress data must be kept to minimum.

· Dynamic resource allocation and management facilities must be supported in appropriate network devices to cater to ad hoc situations and to adapt to changing network and traffic conditions. It should also be possible to dynamically negotiate QoS related parameters for an application session. 

A Modern Asclepieion Pilot Application

Further work on MAs infrastructure is needed to transform this set of guidelines into suitably detailed specifications that can by used by everyone interested. For this reason a pilot MA should be designed and implemented.

The School of Medicine of the University of Athens has decided to transform its Athens Campus into a Modern Asclepieion. The site has a modern Telematic network and all the necessary equipment and therefore development work can be concentrated to the service design and their implementation and evaluation. Current work is centred on the creation and the effective operation of the MAs Portal which will initially contain societal and scientific information on health.

The journey from concept to implementation in the case of the Asclepieion Park of Athens is described in the paper ‘Design Considerations of MAs’.
Summary

The World Health Organisation (WHO) has identified eHealth as a potential strategy to bridge the digital divide that requires healthcare to reach the 40% of the population with no healthcare in many under-developed countries. Perhaps, mobile wireless technologies and eHealth guidelines based on flexible models such as MA will help many countries achieve this goal at minimal cost.
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ANNEX 1

Mobile Network Infrastructure for Telematic Services
 in Health and Healthcare (alternative term: Telemedicine)

Mobile wireless technologies offer a viable means to overcome lack of a strong telecommunication infrastructure [1].  International agencies, such as ITU-D have endorsed the use of such technologies through the recently initiated IEEE/ITU-D Mobile e-

Health initiative for developing countries involving twenty countries [2]. This consortium has developed the e-health kiosks for deployment in remote locations in developing countries. 

Basically, the movable/mobile telemedicine system consists of at least: one or some fixed central community healthcare units, one or a number of movable/mobile healthcare units (e-Health Kiosks – each with its appropriate power supply units), dedicated PC server(s), existing telecommunication infrastructure with various facilities, the internet access, and the appropriate transport vehicle(s) [3].

The gradual movement of telemedicine from the desktop platforms to wireless and mobile environment has a significant impact on all future healthcare services. In recent times, radios and cellular phones have been extensively used in emergency medical care where voice has served as the primary content for transmission. However, with the technological advances taking place in recent years in the area of wireless communication, there is now a pressing need to adopt non-voice based communication in telemedicine. 

There are a number of benefits of integrating wireless technology with telemedicine. As an example, a health care professional can obtain critical patient information from any location by connecting to the hospital information server over a wireless link. Access to healthcare and related information is enhanced thereby improving the quality of healthcare. Patients with pacemaker might want to access their medical consultant wherever they are. Mobile devices can also be used for monitoring the medical condition of a patient. The mobile handheld devices can be used to monitor patients suffering from diabetes. However one of the biggest benefits is access to critical patient information in remote/rural areas in third world countries where a well developed public communication infrastructure is almost non-existent.

Below is an overview of how mobile network technologies can provide a telecommunication infrastructure for e-Health in developing countries.

Guidelines
1. Services offered over mobile infrastructure

Some key telemedicine services that can be deployed over mobile network include but are not limited to:

· Mobile ambulance emergency services: The mobile unit in ambulance connects to the hospital intranet via a base station to download/upload real time patient data in the form of audio and video images. This service is extremely useful in remote/rural areas in third world and developing nations that do not have a proper telecommunication infrastructure 

· Patient Monitoring system: A device that keeps track of the patient’s medical condition sends information to a cell phone like device carried by the patient, which in turn might send an SMS to alert /update the patient’s doctor 

· Enhanced medical research environment: From a research standpoint, data can now be acquired from distributed mobile sources and stored in integrated database for medical researchers to have access to 

· Independent mobile telemedicine wireless network: A network that is independent of the global internet but offers highest degree of reliability and security that is mandatory in a telemedicine environment. Such a network consisting of PDAs supported by a wireless infrastructure can be used exclusively for data acquisition and processing of critical medical information 

2. The service content can be created, updated and maintained by mobile doctors and specialists, emergency health care workers such as the paramedic in the ambulance, patients themselves, health care professionals in the hospitals and general practitioners and specialists.

3. The mobile telemedicine services can be offered to all citizens using a combination of mobile technologies including:

· Third generation (3G) wireless telephony networks that unifies existing cellular standards such as CDMA, GSM and TDMA. The 3G network consists of a Radio Access Network (RAN) and a core wired packet switched network 

· Mobile data networks such based on Mobile Internet Protocol (IP) version 4 and version 6 standards 

· Satellite systems that provide a variety of data transfer rates ranging from 2.4 kbps to 128 kbps 

· Wireless Local Area Network (LAN) technologies based on IEEE 802.11 and Bluetooth standards that can operate in ad hoc as well as base station modes. Such LANs are capable of operating at speeds up to 11 Mbps up to a distance of 100-500 meters 

· A range of mobile devices such as PDAs, Laptops, 2-way radios and mobile phones. Wireless Application Protocol (WAP) is an open global specification that facilitates mobile users using mobile devices to have access to internet content and services instantly 

4. Deployment of mobile network based telemedicine system for remote/rural healthcare

The generic mobile network architecture can be described as follows:

The mobile unit communicates with the wireless network via an access point. The information is routed over multiple wireless access networks or Public switched network depending upon the design architecture. The wireless network consists of an Authentication-Authorization-Accounting (AAA) server responsible for authenticating and authorizing the mobile unit as well as a location server that keeps track of the movement of a mobile unit. The institution network may represent a hospital or an equivalent medical facility that sits behind a packet filtering firewall. The gateway contains a routing module that decides wireless network technology to select over which the appropriate information may be passed. The incoming as well as outbound messages must pass authenticate an AAA server that enforces the internal security policies of the institution. Internal to the institution are modules that that offer various ehealth related services such as ECG, Blood pressure etc. The architecture is depicted in the figure 2 below:


[image: image2]
Figure 2: Mobile Telemedicine Network

Relevant to the telematic services in Health is the set of recommendations developed in the context of the TM Alliance imitative of ESA [1]. 

For designing and implementing telematic services in heath (or Telemedicine) it is also recommended to use the HERMES Question Set [4] and to take into consideration that the technological solutions are the easier to implement. Among the most serious obstacles in the implementation of health services employing telematic technologies are the lack of acceptable  guidelines and the roles of the persons involved [5,6]. 
Future Wireless Technologies

In future, wireless networks are expected to be data centric rivaling voice based applications. Hence, it is expected that different wireless technologies will converge under the umbrella of wireless IP networks. One such move is the Third Generation Partnership Project (3GPP) that recommends a phased approach to building an all IP based wireless network. It prescribes a CDMA2000 access and core networks to support all IP network architecture that is designed to be independent of layer 1 and layer 2 protocols. This all IP network is being designed to support high levels of reliability and Quality of Service that is required by MA based applications.  It is also terminal independent such that different stakeholders such as mobile doctors and emergency health care workers can use different terminal types such as voice only terminals, IP multimedia terminals, or simply laptop computers. The first step to achieving this all IP based network will be to run TIA/EIA-41 operations over IP. The next phase will support IP multimedia services allowing VoIP. Finally third phase will be an all IP multimedia networks that totally eliminate legacy non IP support requirements. This all IP network will be based on three major protocols:

· Session Initiation Protcol (SIP) for control and multimedia sessions.

· DIAMETER for authorization, authentication, and accounting.

· Mobile IP, for both IPv4 and IP v6 operations for mobility support in the core network.

This technology is able to support both real time and non real time traffic with guaranteed bit rates making it an ideal transport platform for carrying critical e-health applications. This technology includes multimedia support to IP services on top of underlying layer 2 technologies. The network architecture is designed to be independent of the access network, therefore, different access technologies such as DSL, WLAN can be used to connect to the core network. 
Conclusion

In summary, patients in rural areas, at accident scenes etc., are often remote to appropriate care providers. Often it is not easy to set up a well developed and flexible wired telecommunication infrastructure in such environments. With the advent of wireless technology it is now possible to deliver audio, video and data to wherever and whenever needed. Such services can be provided with improved data accuracy and may result in the overall improvement of patient care and many eHealth services for situations like disasters (e.g., Tsunami) and Pandemics (e.g., Avian Flu) and bio-terrorism.
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� Relevant is the UN initiative «World Summit on the Information Society» (� HYPERLINK "http://www.itu.int/wsis/" �http://www.itu.int/wsis/�)


� The recommendations cited in the WHO Resolution on eHealth (Ninth plenary meeting, 25 May 2005 – Committee A, Seventh Report, WHA58.28) and � HYPERLINK "http://www.who.int/gb/ebwha/pdf_files/WHA58/WHA58_28-en.pdf" �http://www.who.int/gb/ebwha/pdf_files/WHA58/WHA58_28-en.pdf�  


� The traffic engineering term Quality of Service (QoS) refers to the probability of the telecommunication network meeting a given traffic contract, or in many cases is used informally to refer to the probability of a packet succeeding in passing between two points in the network within its desired latency period (Wikipedia / http://en.wikipedia.org/wiki/Quality_of_service)


 � 	See for example Action Line C5. Building confidence and security in the use of ICTs of the UN/WSIS Action Plan, 2003 


� The word Telemedicine is used for historic reasons but it is suggested the reader to have in mind that the term telematic services in Health and Healthcare is more general and covers more services  
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